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WIRELESS BRIDGING

‘ Introduction to Wireless

e Bridge Domain
@  Wireless Bridging



WIRELESS ON ROUTEROS ’BEAM

o Wireless on RouterQS typically means Wi-Fi.

o Wi-Fiis an open standard IEEE 802.11, it uses frequency
2.4GHz and 5GHz.

o0 RouterOS supports IEEE 802.11a/b/g/n standards:

802.11a — frequency 5GHz, 54Mbps.
802.11b — frequency 2.4GHz, 11Mbps.
802.11g — frequency 2.4GHz, 54Mbps.

802.11n (License Level 4 up) — frequency 2.4GHz or 5GHz,
300Mbps




WIRELESS BAND

i-BEAM
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o Band is a working frequency of a wireless device.

o To connect two devices, both of them have to work on

the same frequency band.

. Interface <wlanl:

General Wireless HT HTMCS WDS  MNetreme .. | oK L
Mode: | station * | Cancel |
Band: zzg:z-gﬂam L |
Channel Width: EGHE-CII'll}"G i
GHe-B/G Disable |
Frequency: J
Torch
Scan List:  default * A | ore |
Scan...
Wireless Protocol: |unspecified - | can |
Security Profile:  profile-IDN2 ¥ | Fr Usage. |
enabled | — |
| S |
Default AP Tx Rate: * bps
| Snooper. .. |
Default Client Tx Rate: * bps | |
Reset Configuration
v Default Authenticate | |
Advanced Mode

Band on the list depends on wireless card

7 installed.




FREQUENCY CHANNELS

o Band frequency divided into Frequency channels.

i-BEAM
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o Access Point (AP) will operate at the frequency we chose.

o Channel values depend on the selected band, the ability of
wireless card, and rules/regulations frequency of a country.

o Ranges of frequency
channel for each band

are as below:
e 24GHz=2192 to 2734MHz
e 5GHz=4920to 6100MHz

Interface <wlanl1>

General Wireless  Data Rates | Advanced HT | ..

Mode:

Band:

Channel Width:
Frequency:

551D

Radio Name:
Scan List:
Wireless Protocol:

Security Profile:

Frequency Mode:
Country:
Antenna Gain:

#

station
2GHz-B/G
20MHz

2437
2412
2417
2422
2427
2432
2437
2442
2447
2452
2457
2462

I

Ll
=

manual tepower

4 4 ¥ ¥ F | | F

no_courntry_set
0

=8
m

oK |

Cancel

Apply

Disable

Comment

Tarch
Scan...
Freq. Usage...
Align...
Sniff ..

Snooper...

Reset Configuration




IEEE 802.118/G CHANNELS
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o |IEEE 802.11b/g use ISM (Industrial, Scientific and Medical)
band, which is typically free in many countries.

World Wide Band
915;.1Hz 24 Giz : 5.8 GHz }
26 MHz saswiz T .. 125 MHz
2401 1 2423 2426 6 2448 2451 11 2473
2412 2437 2462
i i i i i i i i i
24086 2 2428 2431 7 2453 2456 12 2478
2417 2442 2467
i I i i i I i I i Channel number
2411 3 2433 2438 8 2458 2461 13 2483
=24:12 : . =244? : . 2472 : W Top of channel
2416 4 2438 2441 9 2463 2473 14 2495
2427 2452 - 2484
2421 5 2443 | ||2448 10 2468 AN S Center frequency
2432 2457 \
2400 2410 2420 2430 2440 2450 2480 2470 2480 MHz Bottom of

-

<

P

ISM Band

L

channel




EEE 802.11A CHANNELS i-BEAM

o IEEE 802.11a uses 5GHz, which might requires approval from
the government authority.

36 40 42 44 48 50 52 56 58 60 64

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
149 152 153 157 160 161

5760 5800
5735 5745 5765 5785 5805 5815 ‘




FREQUENCY REGULATION ’BEAM

o Each state has certain regulations in terms of frequency
for wireless internet carrier.

o0 2.4GHz frequency is usually free in many countries.

o Frequency regulation in RouterOS defined in the
Wireless “country-regulation”.

o However, if it is desirable to open up all the frequencies
that can be used by the wireless card, we can use the
option “superchannel”.




BASIC CONCEPT OF ,
WIRELESS CONNECTION ’BEAM

o Suitability Modes:
e AP with Station
* AP with Repeater
* Repeater with Repeater

o Same BAND.
o Same SSID.
o Same encryption and authentication.

o Not necessarily the same frequency of channel, station
will automatically follow the frequency channel of AP.




WIRELESS REGISTRATION ’BE‘AM

o To view connected wireless devices, go to menu
Wireless = Registration.
* For AP, it will show concurrent clients or repeaters.
» For station or repeater, it will show current connected AP,

AP Client «C0:C1.C0:E7:BC:F3:

o Click on each item,

General 8021x Signal Nstreme NV2 Statistics | oK |
go to tab Signal for e [ Renove |
To/Rx Signal Strength: -57 dBm
h k t Tw/Fx Signal Strength Ch0: 57 dB | Feset |
cnecking curren bl et .
g Toe/Fo Signal Strength Ch1: I Copy to Access Lis I
. . _ Copy to Connect List
TP Signal Strength Ch2:
connection quality. el srengnCne |
Signal To Moise: 44 dB
Tw/RxCCQ: 34 % | WMACPng |
P Throughput: | 7813 kbps | Telnet |
Signal Strengths | MALC Telnet |
Rate Strength Last Measured | | Torch |
1Mbps  -57 00:00:00.10 |

SdMbps 56 00:00:55.82




WIRELESS SECURITY i-BEAM
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o There are some other security methods that can prevent the
data to be retrieved and analyzed by unauthorized person:
e Authentication (WPA-PSK, WPA-EAP)
* Encryption (AES, TKIP, WEP)

e Configured security profile in Wireless = Security Profiles and
apply in Wireless tab of wireless interface configuration.

Securty Profile <profile-IDNZ2=

General RADIUS EAP  Static Keys
TR ofile-IDN2

| _ . Tl I Dynamic key = WPA

Mode:  dynamic kevs ¥ Fawu)y —> .
— Static Key = WEP

Authentication Types |—|

v WPAPSK v WPA2 PSK —Co 5 Authentication type
WPA EAP WPAZ EAP

Unicast Ciphers

v thip v 3es com

| —> Model of encryption .
Group Ciphers

v thip v 3es com

WPA Pre-Shared Key: =
WPAZ Pre-Shared Key: =

> Key authentication / password




BR'DGE szt;ering ahead

o Combine two or more interfaces to be in a single
broadcast domain, called bridge domain.

o Bridge can also be used on a wireless network.

o Bridge is software-switched, while master and slave
ports are hardware-switched.

o Bridge is a virtual interface, which we can create as
much as we want.
o Bridges have the same weaknesses as switches:
* Layer 2 loop due to unknown unicast flooding
* |Increased broadcast traffic




BRIDGE (CONT.) 1-BEAM

o To create bridge domain, we need to:
» Create a bridge interface in menu Bridge.

e Add physical interfaces to the bridge in menu Bridge = Port.

o If we created a bridge without adding physical interface
to it, this bridge is considered as a loopback interface.




WIRELESS BRIDGING ’BEA,M

o All wireless mode can be bridged, except “station” mode.

o “station” mode can’t be bridged, so there is another type of
station that can be bridged:
o station bridge

o “station bridge” will work only on the connection between
RouterOS devices (required RouterOSv5 and above).

Interface <wlanl=
General Wireless HT HTMCS WDS  Nstreme -

|

Cancel

Apply

Mode:

Band: 2GHz-B/G/N

|




LAB: WIRELESS BRIDGE ’BEAM

192.168.2.1/24

.- 192.168.2.2/24
eth2 b an__;______f_l - __vilam
Q— , f - eth2 Q
v o \Q/

BR-WIRELESS = ether2 + wlan1 BR-WIRELESS = ether2 + wlan1

AP Bridge mode

e SSID-0TC

« WPA/WPA2 Preshared Key : e SSID-0OTC
oTCc123 e WPA/WPAZ2 Preshared Key : OTC123

Station Bridge Mode

o Connect wireless link between routers using
“ap bridge” and “station bridge” mode
o Create bridge domain by bridging following interfaces:

* wlanl
o ether2 (Interface that connect to your laptop)

o Configure IP addresses on laptops to a single subnet.
o Ping between laptops. .




ASK QUESTIONS 2 1-BEAM
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o Comment on this training video

o YouTube Channel: Information Beam

* Subscribe our channel to get the latest update!

o Post in social networks

* Information Beam Facebook Group:
https://www.facebook.com/groups/1481854632142914/

o Send me an email directly

e phyo@informationbeam.net




' TO BE CONTINUED...

THANKS FOR YOUR ATTENTION!

Contact Me
phyo@informationbeam.net

O Skype: pphein82




