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What is EOIP2 3;%

Stands for Ethernet Over IP.

A MikroTik Proprietary Protocol.

Use GRE Protocol (Protocol ID 47).
Configurable as Layer 2 VPN or Layer 3 VPN

» | 2VPN: All sites in same subnet

» | 3VPN: Each Site is in separate subnet.

No Encryption by default.
Tunnel MAC address Range : 00:00:5E:80:00:00 - 00:00:5E:FF:FF:FF
IPsec for encryption as optional.

Can be run over PPTP or IPIP Tunnel or any connections which is able to
transport IP.




Why do we use EQIP? };%

» Case Scenario

» Bridging the LANs of the Offices where are located in different Counfries.
» Head Quarter's Requirement

» |nternet Line

» Public IP

» Branch Office’s Requirement
®» |nfernet Line
=» Pyblic IP

= EQOIP Solution which can bridge office LANs across internet ©.




Case Scenario of Bridging Mul’riéM
Office LANs

192.168.200.11/24

EBRIDGE
Ports:
EQIP-TO-HO
Ether2

192.168.200.12/24

EQIP-TO-BRANCHO1

Ether2
OIP-TO-BRANCHOZ INTERNET

EOQIP-TO-BRANCHO

Ports:
ECIP-TO-HQ Eg::rgo-no
BRIDGE (EQIF BRIDGE)
Ports:
EQIP-TO-8RANCHOA
EQIP-TO-BRANCHO2
EOIP-TO-BRANCHOS
EtherZ LAN 192.168.200.14/24
192.168.200.10/24
BRIDGE
Ports:
EOIP-TO-HQ
Ether2

NOTES: ALL OFFICES must have Globally Routable IP through Internet.
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®» Pros
» Office LANs can be in same subnet by bridging EOIP and LAN .

» Cons
= No Encrypftion by default.

®» Can cause Layer 2 Loop
» Broadcast Domain, Unicast Flooding, MAC Table Instability..etc.

» Solutions for L2 Loop
» STP(Spanning Tree Protocol)
» RSTP (Rapid Spanning Tree Protocol)




How To Secure EOIP Tunnel 3;%

» By default, there is no Encryption.
» Opfionally, IPsec Secret can be added for encrypting EOIP Traffic.
» Need to specify both local address and remote address of Tunnel.

» Automatically adds IPsec Peer with Pre-shared key and Policy with
default-values (by default phase?2 uses shal/aes128cbc)



Mew Inerface

General | Status

Mame:

Type

MTL:
Actual MTL:
LZ MTLU:

MAC Address
ARF

ARP Timeout:

Local Address:

Femaote Address
Tunnel 1D

IPsec Secretl] [P@Sswird | Encrypt with IPsec| -

Keepalive

D5SCP

Dont Fragment

—
| | Cancel |
. |EolP Tunnel | Poply

Clizable

‘«
g
2

Co
. |02:5D:F9.7B:4F:22
Femowve
: |enE|bIE:d " =
Torch
I |-
| |~
- [10.10.10.1 |
- [10 |

: |ir1her'rt

: |r|c:

Clamp TCP MSS
Allow Fast Path

enabled




MTU Factor Consideration 3;%

» Total MTU of EOIP — 1542 bytes

MTU 1500+42 bytes EOIP Header ((8byte GRE + 14 byte Ethernet + 20
byte IP).

» se Case : Bridging

» | SMTU 1500, no change to underlying link MTU, fragmentation happens
= | 3MTU 1500, change underlying link MTU, no fragmentation
» Use Case . Routing
» can setf lower MTU to avoid EolP GRE packets fragmentation
» ]500-IP-Ethernet-GRE=1458



LAB SETUP

Wian1

10.100.0.2/24 ¢ 192.168.99.2/24

ether2

< WLAN IP - 10.100.0.X/24 "‘
< LAN LAPTOP IP-192.168.99.X/24
% X- Your seat number

Wian1

10.100.0. 3124 192.168.99.3/24

192.168.89.100/24

192.168.99.4/24
Wireless Mode : AP Bridge
SSID : PPH Wit
Security WPA PSK - 123456789 . 10033 5
IP Address:10.100.0.1/24
192.168.99.5/24

NOTE: WLAN NETWORK in this Lab
is assumed as the Internet Cloud as
in Real Case Scenario.
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=» HUB Router

» Configure WLAN as AP Mode, SSID,
Security Profiles.

» Configure WLAN IP Address.
» Configure LAPTOP IP as 192.168.99.1/24.

» Configure EOIP Tunnels to each Branch
Routers.

» Create Bridge and Add EOIP Tunnel and
LAN Port to the Bridge.

=» BRANCH Routers

» Configure WLAN as Station and Connect
to HUB Router SSID.

» Configure WLAN IP Address (10.100.0.X/24)

» Configure LAPTOP IP to be the same
subnet IP as Hub Routers. (192.168.99.X/24)

» Creatfe EOIP Tunnel to Hub Router.

» Create Bridge and Add EOIP Tunnel and
LAN Port to the Bridge.
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HUB ROUTER CONFIG

Basic Setup
Tunnel Configuration

Bridge Configuration and add ports to Bridge




Wireless AP Configuration

A Quick Set

1 CAPsMAM
| Interfaces

L Wireless

EE Bridge

=g PPP

== Switch

“Ia Mesh

lzzs] P

=51 IPwE

<7 MPLS

22 Routing

ios System

! Clueues

L] Files

.| Log

L Radius

W Tools

|l Mew Teminal
[F4 MetaROUTER
ﬁ Partition

| 4 Make Supout rf

&) Manual
3 MNew WinBox

B Bt

- | v || = v

Interfaces |Nstreme Dual Access|

[#-|[=] [~][%] [=] [7]

|Name
FEwlan

s |T'fpe
Wirgless |

.

1item out of & (1 selected)

Interface <wlanl:=

General Wireless |HT WDS  Mstreme NWZ Status  Traffic

| oK
Mode:
El | Cancel
Band: [2GHz-B/G K3
Channel Width: [20MHz =] | i d
Frequency: [2412 =] Mez | | Disable
SSID: [PPH |~ || —
Scan List: |defau|'t " * | = | Advanced Mode
Wireless Protocaol: |E|r'r'_.r " ¥ | | Torch
Security Profile: |default =] [ wPS Accept
WPS Mode: |pu5h button " ¥ | | e
Bridge Mode: |enabled " b | | Freq. Usage...
VLAN Mode: |no tag =] | Align...
VLAN ID: [1 [ Snif...
| Snooper...
Default AP Tx Rate: | | bps
| Reset Configuration
Default Cliert T Rate: | | ¥ bps

Default Authenticate
Default Forward
[ Hide 551D




Wireless AP Security Profile i-BEAM
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Wireless => Security Profile

Securty Profile <default=

General |H.F'-.DIUS EAP Siatic Keys oK
Mame: |=EE0E | Cancel
Mode: |-::h.rnami:: kews " - | Apphe

Avuthentication Types: WWWPA PSK WWPAZ PSK
[ TWPAEAP [ | WPAZ EAFP

Unicast Ciphers: aes ccm || tkip Remowe
Group Ciphers: aes ccm || tkip

WPA Pre-Shared Key: [123456789 |
WPAZ Pre-Shared Key: [123456729 |

Supplicant ldentity: | Milcro Tk |

Group Key Lpdate: |{PD:D5:1]'D |

Management Protection: |disabled " > |

Management Protection Key: | |

default




WLAN [P CONFIGURATION --BEAM

As Quick Set
5 CAPsMAM || — e || B2 ST

[ Interfaces |.|“u::|-::|ress # |I"-.|E:=twc:-rlc Inteface
= 10.100.0.1/24 10.100.0.0 malm 7

Address <10.100.0.1.°24>

Address: |10.100.0.1./24 | DK

Metworkc: |10.100.0.0 | -~ Cancel

irterface: |w 7 [

=

T

0
77 7|77

L] Files Femowe

enabled




EOIP TUNNEL SET UP with BRANC#

ihg ahead

@I admin@k4:80:8C:BF:71:5F (HUB- mipsbe)

Session  Settings  Dashboard
(| | | Safe Mode EcIP Tunnel
‘ﬁ-[]uid{ St I IP Tunnel
T CAPsMAN GRE Tunnel Turmel IP Tummel GRE Tummel VLAN VRRP Bending LTE
V0LAM
| |nterfaces
. VRRP
4. Wireless Bondi L2 MTL |Tx Tx Packet p/s)
2 Brdge S 1588 Obps ... Obps ...
5 Bridge 1553 0 bpe 0 bpe
=R PPP Meah 1598 Dbps Dbps
== Switch = 1558 { bps 0 bps
°1% Mash Virtual Ethernet 1553 0 bps { bps
o T8 s ARS.. 1600 0 bps 0 bps
0 " 6tod Tunnel
5l 1Py b IPIPvE Tunnel
7 MPLS N EcIPvi Tunnel
GREG T I
#2 Routing " Hnne
VPLS
5o System I* L




Session  Settings Dashboard

Session: E48D 8CBF71 57

A Quick Set

T CAPsMAN
| Intedfaces

3 Wirgless

gg Bridge

=3 PPP

= Gwitch

=S Mesh

251 |p

Lusl IPvE

< MPLS

2 Routing

4oy System

g Queues

[ Files

1] Log

5&. Radius

& Tools

|| New Terminal
P4 MetaROUTER
#2 Partition

| & Make Supout rf

& Manual
& New WinBox

=

- v |w | v v

¥

General |Statu5 Traffic
P ESIFOIP-TO-BRANCHDT |
Type: |ED|P Tunnel |
MTU: | |»
Actual MTU: [1458 |
L2 MTU: 65535 |
MAC Address: |02:7D-B8.C2:4E:A7 |
ARP: |enabled [+]
ARP Timeout: | |»
Local Addres): [1010001 | | local address = WAN 1P of Router ( Lab: WLAN1 IP of HUB) [P
—Ramota—Addm:LWANJllof—Bﬁnch-[—LABMJIlof—BﬁnchJ—l
Remote Addresy: |10.100.0.2
Tunnef 1D: M_qunsulﬂmu].d_hgjlnﬂm_bﬂmmlﬂuhjnihﬂmhﬂl |
|Psec Secret: | | b
Keepalive: | | b
DSCP: [inhert |+]
Dont Fragment: |no || - |
Clamp TCP M55
Allow Fast Path
enabled unning slave

ing ahead



BRIDGE SET UP --BEAM

I CAPSMAN +||=| [<][=] =] [7]
| Interfaces |.Puddress £ |Netwurk |Irrterface |
5 Wireless = 10.100.0.1/24 10.100.0.0 wian
| MNew Interfface =] E3
=% PPP Genersl | STP  Ststus  Traffic
== Switch 4
Mame: _' | | Cancel |
“Ia Mesh
e : R AR
2 1PY6 ; Yot Fiters NAT | Hosts Ll |~
<77 MPLS I | o || 2 | || | ?| | Settings Actual MTL: | | Comment
s T (i = s 2 MU | '
%5¢ System I MALC Address: | |
ave
& Queues ARP: [enabled =]
L] Files Torch
ARP Timeout: | |-
= Leg
d@ Radius Admin. MAC Address: | | R
}% Tools 2
|| Mew Teminal
=4 MetaROUTER
'-L“ Partition
| & Make Supout rif |
-
? Manuzl Oitems out of 7
&9 Mew WinBox
B et

enabled




ADD EOIP TUNNEL TO BRIDGE PG

o
o Mesh Mew Bridge Port =] E3
255] |P [
E= General | Status OK
5 IPv6 " | Bidge (Pors) Ftes NAT Hosts ————————
) MPLS N lyEiEw= g|EOIP-TO-BRANCHO1 Cancel
‘ 4l ki v Brid LIB-BRIDGE
: [+ nage’ . Apphy
47 Routing nterface ¢ | Bridge Pricrty (...
n [
WG System Priority: |20 hex Disable
Q Queues
Path Cost: |10 Comment
|| Files
Log Horizon hd Copy
dﬁ&s Radius Edge: |auto - Remove
= Toal ¥
k ool Point To Point: |auto *
@ MNew Teminal
Extemal FOB: |auto ¥
™4 MetaROUTER
#% Partition || Auto Isolate
| o Make Supout rif
& Manual Ditems enabled |
IS New WinPBoy




ADD LAN PORT TO BRIDGE PORT&%

= awich
[+ e ]
o Mesh MNew Bridge Port =] E3
z5g) |P [
—_ General | Status oK
(58 IPv6 " | Bridge @ Fiters NAT Hosts ————
— S Interfagt® [CUE: ™y | | Cancel
< E: il KL v Bridwy HUB-BRIDGE Fd
. [ NCCh i Apply
4 Routing Interface ¢/ | Bridge Priorty ...
5 [
57 System Priority: |80 hes Disable
g Cueues
Path Cost: (10 Comment
|| Files
Log Horizon: b Copy
L Radius Edge: |auto - Remove
> Tool [
A Tooks Paoint To Pairt: |auto *
i@ Mew Teminal
Extemal FDB: |auto *
4 MetaROUTER
#2 Partition || Auto Isolate
| & Make Supout rf
& Manual Ditems enabled |
PN (R 1Y T T




EOIP SETUP WITH BRANCHO2  fasmsatins

| Gereral | status | Traffic [ ox ]
" Name: | | [ cancet |
Type: IE::IF" Tunnel | | Apphyer |
e I l el | Cli=able |
Actual MTU: [1458 | | ot |
A L2 MTU: 65535 | | = |
MAC Address: |02:FC:B4:6C:BF:87 | | S — |
ARP: |=nabled || = | | E— |

ARP Timeout: | | ~

Local Address: [10.100.0.1 | -

Remote Address: [10.100.0.3 |

Tunnel 1ID: |20 |

IFsec Secrst: I | -
Keepalive: I | -
DSCP: |inherit [+ ]

Dot Freagmennt : Ir'm " -

Clamp TCP MSS
Allow Fast Path

enabled |n_|r'|r1ir'|g




e e e e

S U : S : Sgerlng ahead
admin@Ed:BD:EC:BF:?I:S B-ROUTER] - WinBox v6.36 on hAP
5essmn Settings Dashboard
||t | Sfe Mode | Session: E48D8CBF.71:5F
As Quick Set
1 CAPsMAN Interface ‘ Interface List EBhemet EolF Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
Weizce: ][] [0][]
-L Wireless Name /| Type L2ZMTU |Tx Rx |
Bridge RS  4FEQIP-TO-BRANCHI EolP Tunnel 65535 20.6 kbps 552 bps
.ﬁ RS  4PECIP-TO-BRANCHDZ EolP Tunnel 65535 13.2 kbps 5.2 kbps
| PPP R 4tHUB-ERIDGE Bridge 1598 92 4 kbps 10.6 kbps
== Switch 4ivether] Ethemet 1598 Obps O bps
RS 4i#ether? Ethemet 1558 Hﬂﬁkbps ?Ekbps
S8 Mesh 1 o
5] |p idge
=gl IPvB Bridge Ports | Fiters NAT Hosts
7 MPLS :
(#[=] [~]l=]
42 Routing 5 . i
503 System 4+EQIP-TO-BRA... HUB-BRIDGE a0 10 designated port
Q Queues 4-+EQIP-TO-BRA... HUB-BRIDGE 80 10 designated port
fdether? HUEB-BRIDGE 80 10 designated port
[ Files
|| Log
5& Radius
)ﬁf Tools I
| Mew Teminal



ASSIGN IP TO LAPTOP'S LAN [P 3;%

[ Internet Protocol Version 4 (TCP/IPwA) Properties M ]
- — e SR

General |

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, yvou need to ask your network administrator
for the appropriate IF settings.

] ) Obtain an IP address automatically
i@ Use the following IP address:
IF address: 192 ., 168 . 99 . 100

- =

Subnet mask: 255 . 255 . 255 . 0O

Default gateway:

Cbtain DMS server address automatically

i@ Use the following DMS server addresses:
Preferred DMS server:

Altermnate DMS server:

[ validate settings upon exit [ Advanced. .. ]

[ Ok ] [ Cancel ]




PING TO BRANCH LAN IPs sz:e%

B C\Windows\system32\cmd.exe - ping 192.168.99.3 -t

-

G- Useprs“PHYO»ping 192.168.92.3 —t

.Pinging 1922 .168.929.3 with 32 bhytes of data:c
from 1?2.168.97.3: buytes=32 time=2Zms TTL=128
from 122.168.29.3: hytes=32 time<ims TTL=128
from 172 _168_99_3: hytes=32 time<ims TTL=128
from 172 _168_99_3: hyte=s=32 time<ims TTL=128
from 1?2.168.97.3: buytes=32 time=2Zms TTL=128
from 122 _168.929.3: hytes=32 time<ims TTL=128

Reply Eran 152
y Eein 158

y Eein 152

¥y EFran 152

¥y Frin 158

y Femn 152,
Eein 152

=z TTL-L2B

¥ Eran 152
y Frin 158
y Eein 152
y Eein 152,
¥y EFran 152
y Frin 158
y Eein 158
y Eein 152

Eein 152

Eemn 152.

Eean 182,

L L L L L L L L L L L L LS LP L L L L L L

L
Aesply
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BRANCH ROUTER CONFIG

Connect to WLAN AP
Tunnel Configuration

Bridge Configuration/Adding ports to Bridge




WIRELESS CONFIGURATION  LBEAM

Setup Repeater

(=[]
General Wircless | HT WD5 Mstreme MNVZ Advanced Status Status
Mode: |station | + | | oK |
Band: |EGH2—EH;’G " p | Cancel |
Channel Width: [20MHz = | Apply |
Frequency: |2412 | # | MHz | Disable |
SSID: [MikroTik | | | Commert |
: z i [ Thin— lmmees = List- | A==l R | Advanced Mode |
Scanner (Funning) =1 E3 Jlil | — |
o

terface: |nin? = s ]
[ [ Background Scan | Sto | ]El | WPS Accept |
P | wPsCient |
Close | |

| Meww Window |

| Freq. Usage |
------- Channel |[Signa...|Moise...| Signa...| Badio Mame |Hﬂuterl':l ”"'l"' | Align |
E43D Hc EF ?1 63 PP 2412/2 42 114 72 E4BDECEF7162 636
1209 vy Mtm_Pari... 2412/2. . F7 114 a7 | Sniff... |
AP 58-6D:8F-A5:DD:63 241272 23 114 31
APR DC:9F:DB:56:E4:42 Superson... 2452/2 . 85 -113 18 ManoStation M2  2.9.31 | Snooper. .. |
APRWE 4E:5E:0C:16:40:D6 MMSPO.. 2462/2 51 -119 68 |-BEAM-AP 636 | Reset Configuration |
1APRE  4E:5E:0C:16:40:D7 i-BEAM VIP 2462/2 -1 -119 68 |-BEAM-AP 636
||/APRE  4E:5E.0C:16:40:D8 MTCRE 2462/2 51 -118 62 |-BEAM-AP 636
| APRWE 4C:5E:0C:16:40:D6 i-BEAM 2462/2 52 -119 67 |-BEAM-AP 6326
I AP 34:CD:BE:59:75:5B 2462/2. . -85 -119 34




WIRELESS SECURITY PROFILE
CONFIGURATION

ering ahead

Securty Profile <default:

General | RADIUS EAP Static Keys OK
Intefaces Mstreme Dual Access List Registr Mame: |default | Cancel
|| = T Mode: |d1,.rr|E|mi:: keys " * | Applhy
|Name g |Mnde Athenticatio. Authentication Types: WPA PSK WPAZ PSK Co
* default none [ WPAEAP [ | WPAZEAP ad
Unicast Ciphers: aes ccm || tkip Remowve
Group Ciphers: aes ccm || tkip

WPA Pre-Shared Key: | 123456789 |
WPAZ Pre-Shared Key: | 123456789 |

Supplicant ldentity: | Mikcro Tike |

Group Key Update: |D'I]:D5:D'I] |

Management Protection: |disabled " * |

1 item (1 selected)

Management Frotection Key: | |

default




P

Session

Settings

adming@[fes0: recid :: BciT: fece:c2d79%3] (MikroTik) - WinBox we.3Brc10 on hAP (mipsbe)

Dashboard

| w2 || o | | Safe Mode | Sessjcn:l[FeEﬂ::eEEd:Ec:FFfece:cEd?:B]J

A Quick Set
5 CAPsMAMN

Mew Imterface =1 E3

Imnterface | Imten

General |Loc|:: Protect Status Traffic

OK

{

Interfaces % || || —| |: Name: |EQIP-TO-HUE |
A Wireless |Name .
=% Bndge ] :E::tt:er; Type: :EoIF' Tunnel | |
i#ether MTL: -
=2 PPP elvcther3
=== Gaviteh 2 ctherd Actual MTL: | |
4i¢cthers _
=15 Mesh R @bwiand L2 MTU: | |
25l P ¥ MAC Address: |02:F5:BA:22:09:AA |
£ IPvE I ARP: |enabled =]
<’ MPLS ¥ ARP Timeout: | |~
&5 Routing [~
local
£ System ¥ Local Address: |10.100.0.2 rij,TE.l.
&8 Queues Remote Address: | 10.100.0.1 pleds
£ Files Tunnel 1D: |‘|'[|'| |
=] Log FEfid
L Radius IPsec Secret: | j"rém
E T -~ - Bramnmc
oo . I 5
Keepal : &=
|| Mew Terminal Sive | Hub H
=4 MetaROUTER DSCP: [inherit =
#S Partition Dont Fragment: |no [EX

| & Make Supout

& Manual
& Mew WinBox

it

G items

Clamp TCP M55
Allow Fast Path

a | L7

"

pddress = WAIN
icIP [ in this chse ,

= use WLAM

te address=

P of Remote
h { in this cas
= use wlan ip
outer)

}




BRANCH ROUTER BRIDGE CONFiG
| © admin@E48DSCHRTLSF (HUB-ROUTER) - WinBoxv636on haP mipsbe) | ol

Session  Settings Dashbuald ]
&3 || (4| | Safe Mode | Session:|E4:8D:8C:BF:71:5F| mS |

As Quick Set
B T CAPsMAN
|# 8 Irterfaces
T Wireless
E&E Bridge Bridge

¢ PPP Bridge Ports | Fites NAT Hosts
== Switch de||=] [« 52 T

“[3 Mesh Interface + | Bridge \Pricrity fh... |Path Cost |Horizon |Rale Root F‘at|‘l"_‘
& 1P ++EQIP-TO-BRANCHO1 HUB-ERIDGE 20 10 designated port

++EOIP-TO-BRANCHO2 HUB-BRIDGE 20 10 designated port
£l [Pvé tbether? HUB-ERIDGE 20 10 designated port
<77 MPLS

42 Routing
System
9 Queues
[ Files

= Log

_@. Radius
& Tools ¥

Mew Terminal
=4 MetaROUTER

) e e el




PING TO HUB LAN 1-BEAM

CoiWindows\system32omd .. exe - ping 192, 168.99. 10

C:M\UsershsnES—4736Gp1ng 192.168.29_ 180 —+1

Pinging 192.168.99_.100 with 32 bvtes of data:

Reply from 192 .168 .99 . 100: butes=32 time=11ms TTL=128
Reply from 192 .168.99 _100: butes=32 time=1ms TTL=128
Reply from 192 .168.99_100: butes=32 time=3ms TTL=128
Reply from 192 .168.929_1880: butes=327 time=1Ims TTL=128



-BEAM

PING FROM BRANCH TO BRANCherng anesd

Approx<ximate round

Minimum
Egntrnl—ﬁ

C:M\Usersw\ES—473G>ping 192 .168 .99 2

Pinging 1922 ._.168 .99 ._2
168 .
168 .
168 .
168 .
168 .
1686 .
1686 .
1686 .
1686 .
1686 .
1686 .
168 .
168 .
168 .
168 .
168 .
168 .

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

192.

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

Ims,

Max<imum =

w1th 32

MMMMMMMMMMMMMMMMM

CoVWindows\system32Zyomd .. exe - pireg

109ms ,

butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32
butes=32

—1

butes of data:

time=1ms

192, 168..99 . 2

trip times 1n milli—seconds:
Average

= 1ms

TTL=128

time=10ms TTL=128

time=1ms
time=1ms

TTL=128
TTL=128

time=1oms TTL=128

time=1ms
time=1ms
time="ms=s
time=1ms
time=1ms
time=4ims
time=1ms
time=1ms
time=0oms

TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128

time=10m=s TTL=128

time=3ms
time=3dms

TTL=128
TTL=128



SPANNING TREE PROTOCOL  LBEAM

» Builds loop-free network for Ethernet Networks.

®» Prevents L2 Bridging Loops
» Broadcast Loop and Unicast Flooding Issues.

» Makes it easier for Redundancy Network Links without loop issue
» When Primary Link is down, auto-failover to secondary link

» Non-Designated (BLK) port changed to Forwarding State

» Selection of Root Bridge per Network
» | owest Priority

» Priority Ties: Lowest MAC




Potential Issue In Hub and Spok&%

»Wastes bandwidth HUB ROUTER R4 to R3 = R4-R1-R2-R3
»Traffic Congestion on low cost (instead of R4-R1-R3)
bandwidth

R3 to R4 »R3-R2-R1-R4
(instead of R3-R1-R4)

ROOT BRIDGE
(Lowest Bridge ID (Lowest Priority/Lowest MAC)
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SO'UT'O ﬂ ! ! ! steering ahead

R1 (Hub Router) should be set as root bridge in RSTP




ROOT BRIDGE SETTING

2 MTU |Tx

Interface «<HUB-BRIDGE:

i-BEAM

steering ahead

General <TF ‘Status Traffic

Max Message Age:
Forward Delay:
Transmit Hold Count:

Ageing Time:

Fox Tx Packet (
OK
Prciocol Mode: ¢ none  [tp ¥ mstp Cancel
- =
o be ract briden | LorePY
00:00:20 Lisable
00:00:15 Commenrit
B Copy
00:05:00 Remove
Torch




VERIFICATION OF ROOT BRIDGE:}QM

") admin@E4:8D:8C:BF:7L:5F (HUB-ROUTER) - Wir sbe )
Session  Settings  Dashboard
KD d | SEfe Mode Session: | E4:80:8C.BF:71:5F B E’|
A5 Quick Set Interface <HUB-BRIDGE:
1 CAPsMAN General STP Status | Traffic 0K
¥ Interfaces Last Link Down Time: Cancel
1 Wireless Last Link Up Time: |Mar/13/2017 00:00:58 Aoty
EE Bridge _
Link Downs: |0 _

=3 PPP Disable
== Switch Root Bridge Comment
918 Mesh Root Bridge |D: | (x1000.E4:8D:8C.BF:.71:5F o
255 |P [ .
= Root Path Cost: |0 Remove
=2 IPvb ) Root Port: |10

: Tarch
7 MPLS ¥
4 Routing [ Port Court: |3
424 System [ | Designated Port Count: |3 |
‘ Queues
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Q & A Sectionll!

Please feel free to ask me if you have any question.




steering ahead

THANKS FOR
YOUR ATTENTION!II




